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(54) TERMINAL UNIT FOR RADIO COMMUNICATION 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a terminal unit for radio communication that 
easily joins a network, even if identification information of a radio access point, with 
which the unit desires to communicate with, is changed. 

SOLUTION: When a radio station terminal STA1 sends an authentication requesting 
message by using SS-ID "11111", a radio access point AP1 holding "11111" 
conducts authentication processing between the terminal STA1 and the point. 
However, since the WEP keys, respectively set to the terminal and the point, are 
different from each other, an authentication-denying message is returned. Then, the 
terminal STA1 receives beacon signals sent from a plurality of radio access points AP, 
keeps SS-IDs and receiving electric field intensities contained in the signals in a data 
base 801, and selects the SS-ID having the strongest receiving electric field strength 
among the SS-IDs except erroneously authenticated SS-IDs as a new SS-ID. In 



addition, the terminal makes an authentication request, using the newly set SS-ID. 
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CLAIMS 



[Claim(s)] 
[Claim 1] 

It is the radio terminal unit which performs a secrecy communication link with the 
wireless access point of said request using the same cryptographic key as the 
cryptographic key which a desired wireless access point holds among two or more 
wireless access points, 

An identification information setting means to set up the identification information for 
authentication processing, 

The authentication demand means which carries out an authentication demand to the 
wireless access point corresponding to the identification information set up by said 
identification information setting means among said two or more wireless access 



points, 

It has an information signal receiving means to receive the information signal 
containing the identification information set as each wireless access point sent from 
said two or more wireless access points, 

It is the radio terminal unit characterized by changing a setup into the identification 
information which received with said information signal receiving means, and carrying 
out authentication processing when authentication processing goes wrong. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[The field of the technique in which invention belongs] 

This invention relates to the technique at the time of performing a wireless access 

point and data communication. 

[0002] 

[Description of the Prior Art] 

Conventionally, the wireless access point and the radio terminal unit which performs a 
secrecy communication link are known using the same cryptographic keys, such as a 
WEP (Wired Equivalent Privacy) key. 
[0003] 

For example, by the following patent reference 1, after a wireless access point 
performs "Shared Key authentication" from a wireless station terminal, the technique 
of raising the security level of authentication processing is shown by obtaining final 
authorization of authentication to a network administrator. 
[0004] 

That is, in a wireless LAN system, as shown in drawing 2 , three wireless access points 
API, AP2, and AP3 are working, respectively, and the case where the wireless station 
terminal STA 1 which is a radio terminal unit is going to communicate after this is 
assumed. The wireless access points AP1, AP2, and AP3 hold mutually different 
SS-ID (Sevice Set Identifier) as system identification information. Each SS-ID 
presupposes that it is "33333" in "1 1 1 1 1 " and the wireless access point AP 2 by the 
wireless access point AP 1 in "22222" and the wireless access point AP 3. Each 
wireless area (range which a radio signal reaches) of the wireless access points 
AP1-AP3 is shown by 206, 207, and 208. The wireless station terminal STA 1 
presupposes that it exists within the limits of current and all the wireless area 206, 
207, and 208. 
[0005] 



Now, supposing SS-ID set as the wireless station terminal STA 1 is "11111", the 
wireless station terminal STA 1 can communicate with the wireless access point AP 1 
where SS-ID is common, and supposing it is "22222", supposing it is "33333", it can 
communicate with the wireless access point AP 3 to the wireless access point AP 2 
and a pan. Moreover, a communications partner will be found when other SS-ID is 
used. It turns out by using an authentication sequence that it is such. 
[0006] 

Two kinds of authentication sequences defined by wireless LAN specification 
IEEE802.11 exist, and are called "Open System authentication" and "Shared Key 
authentication", respectively. Each big difference is whether to use the secrecy 
communication link which used WEP (WiredEquivalent Privacy) at the time of 
authentication. Even if "Open System authentication" does not use WEP, it is 
possible, and "Shared Key authentication" uses WEP. [ of an authentication 
sequence ] 
[0007] 

Here, the WEP algorithm of IEEE802.1 1 is explained using drawing 6 and drawing 7 . 
[0008] 

Drawing 6 is drawing showing the configuration of the encryption equipment in a WEP 
algorithm. Drawing 7 is drawing showing the configuration of the decode equipment in 
a WEP algorithm. These encryption equipment and decode equipment are formed in 
the wireless station terminal STA and the wireless access point AP. 
[0009] 

As shown in drawing 6 , encryption equipment combines two inputted bit strings, and 
is equipped with the couplers 601 and 604 made into one bit string. The 
pseude-random-number generator 602 uses the result of a coupler 601 as a seed, and 
generates a longer bit sequence (key sequence) using a pseudo-random-number 
generating algorithm. CRC equipment 603 generates the bit string (ICV) which 
confirms whether an error is in a bit string using a CRC (Cyclic Redundancy Check) 
algorithm. XOR equipment 605 searches for the exclusive OR of two inputted bit 
sequences. As a pseudo-random-number generating algorithm, RC4 
pseudo-random-number generating algorithm of a RSA security company is used. 
[0010] 

The initialization sequence which is a bit string of arbitration, a cryptographic key, and 
the data enciphered are inputted into the encryption equipment shown in drawing 6 . 
An initialization sequence and a cryptographic key are inputted into a coupler 601, and 
the kind which is the bit sequence which combined the initialization sequence and the 
cryptographic key is outputted. This kind is inputted into the pseudo-random-number 
generator 602, and the key sequence which is a bit sequence of the die length which 
applied the die length of data and the die length of ICV is generated. Moreover, data 
are inputted into CRC equipment 603 and ICV is generated. Data and generated ICV 



are inputted and combined with a coupler 604. The key sequence outputted to ICV 
outputted from a coupler 604 and association of data, and a list from the 
pseudo-random-number generator 602 is inputted into XOR equipment 605, and the 
exclusive OR for every bit is taken. The result of having taken the exclusive OR with 
XOR equipment 605 serves as encryption data. And an initialization sequence and 
encryption data are made into a lot, and are outputted. 
[0011] 

Moreover, as shown in drawing 7 , decode equipment combines two inputted bit 
strings, and is equipped with the coupler 701 made into one bit string. The 
pseudo-random-number generator 702 uses the result of a coupler 701 as a seed, and 
generates a longer bit sequence (key sequence) using a pseudo-random-number 
generating algorithm. XOR equipment 703 searches for the exclusive OR of two 
inputted bit sequences. An eliminator 704 is a predetermined approach and divides the 
inputted bit string into two bit strings, data and ICV. CRC equipment 705 generates 
ICV using a CRC algorithm. When the judgment machine 706 compares ICV generated 
by the eliminator 704 with ICV generated with CRC equipment 705, data judge 
whether it is the right. As a pseudo-random-number generating algorithm, RC4 
pseudo-random-number generating algorithm of a RSA security company etc. is used. 
[0012] 

The group of encryption data and an initialization sequence and a cryptographic key 
are inputted into the decode equipment shown in drawing 7 . An initialization sequence 
and a cryptographic key are inputted into a coupler 701, and the kind which is the bit 
sequence which combined the initialization sequence and the cryptographic key is 
outputted. This kind is inputted into the pseudo-random-number generator 702, and 
the key sequence which is a bit sequence of the die length which applied the die 
length of data and the die length of ICV is generated. This key sequence and the 
above-mentioned encryption data are inputted into XOR equipment 703, and the 
exclusive OR for every bit is calculated. The count result of XOR equipment 703 is 
inputted into an eliminator 704, is divided by the predetermined approach, and data 
and ICV are generated. While this data is outputted, ICV is calculated by being 
inputted into CRC equipment 705. ICV calculated with CRC equipment 705 and ICV 
generated by the eliminator 704 are inputted into judgment equipment 706. With 
judgment equipment 706, if these two ICV(s) are equal and it is not equal in the flag 
which shows normal decode as a judgment flag, the flag which shows decode failure is 
outputted. 
[0013] 

The association sequence performed following the sequence and authentication 
sequence of "Shared Key authentication" which used this WEP for authentication 
processing is explained using drawing 3 . 
[0014] 



First, the wireless station terminal STA transmits the authentication demand message 
301 to the wireless access point AP. Into the message 301, using "Shared Key 
authentication" as an authentication algorithm describes. 
[0015] 

The wireless access point AP which received it transmits the authentication response 
message 302 to the wireless station terminal STA. Into that message 302, IV 
(Initialization Vector) which can be decided to be arbitration at every authentication 
procedure of this, and the value of a WEP key are made into a parameter, and it is 
WEP. Challenge performs math processing according to the algorithm of PRNG 
(Pseudorandom Number Generator), and it is decided that will be the meaning of 128 
octets What computed the value of Text is contained. 
[0016] 

Challenge The wireless station terminal STA which received the message 302 
containing Text is Challenge. To Text data, it enciphers according to WEP encryption 
algorithm, and transmits to the wireless access point AP by making the encryption 
data into the authentication demand message 303. 
[0017] 

The wireless access point AP which received the message 303 decrypts encryption 
data based on notified IV and the WEP key data known beforehand. And if ICV it was 
notified that was the output ICV at the time of decrypting is the same, it will consider 
as authentication authorization and will transmit to the wireless station terminal STA 
as an authentication response message 304. 
[0018] 

Consequently, if it is authentication authorization, the wireless station terminal STA 
can go into the procedure of the next association, and when it is authentication 
refusal, association procedure cannot be performed by authentication failure. 
[0019] 

Next, the association sequence performed following an authentication sequence is 

explained. 

[0020] 

As shown in drawing 3 , the wireless station terminal STA transmits the association 

demand message 305 to the wireless access point AP. 

[0021] 

It is determined whether the wireless access point AP which received SS-ID in the 
association demand message 305 permits the association according to the 
association authorization Ruhr which identified the wireless station terminal STA by 
above-mentioned SS-ID, and was decided beforehand. And when granting a 
permission, the association response message 306 of association authorization is 
transmitted to the wireless station terminal STA. 
[0022] 



Thus, by being processed, the wireless access point AP and the radio link between the 
wireless station terminals STA can be stretched (data link establishment 307) t and a 
communication link becomes possible. That is, according to this authentication and 
association approach, the structure which the wireless access point AP permits 
authentication and an association to the specific wireless station terminal STA 
because the wireless access point AP and the wireless station terminal STA share 
each others WEP keys with SS-ID beforehand is realized. 
[0023] 

[Patent reference 1] 
JP,2001 -34581 9,A 
[0024] 

[Problem(s) to be Solved by the Invention] 

However, a setup of SS-ID in the wireless access point AP may be changed for the 
reasons of SS-ID having lapped with other SS-ID in fact on the occasion of wireless 
access point AP installation by the conventional authentication and association 
technique shown in the above-mentioned patent reference 1 grade, although radio 
could be performed when the wireless access point AP and the wireless station 
terminal STA shared each other's respectively same SS— ID and WEP keys. And even 
if it was such a case, in the wireless station terminal STA side, it became impossible it 
to usually come out not to know the modification and it to perform radio for a certain 
reason, and there was a problem that the participation to a network was not easy. 
[0025] 

It is made in order that this invention may solve the problem of the above-mentioned 
conventional technique, and the purpose is in enabling it to participate in a network 
easily,-even if the identification information of a wireless access point which wishes to 
communicate is changed. 
[0026] 

[Means for Solving the Problem] 

In order to attain the above-mentioned purpose the radio terminal unit of claim 1 of 
this invention The same cryptographic key as the cryptographic key which a desired 
wireless access point holds among two or more wireless access points is used. An 
identification information setting means to be the wireless access point of said 
request, and the radio terminal unit which performs a secrecy communication link, and 
to set up the identification information for authentication processing, The 
authentication demand means which carries out an authentication demand to the 
wireless access point corresponding to the identification information set up by said 
identification information setting means among said two or more wireless access 
points, It has an information signal receiving means to receive the information signal 
containing the identification information set as each wireless access point sent from 
said two or more wireless access points. When authentication processing goes wrong, 



it is characterized by changing a setup into the identification information which 
received with said information signal receiving means, and carrying out authentication 
processing. 
[0027] 

[Embodiment of the Invention] 

Hereafter, the gestalt of operation of this invention is explained with reference to a 

drawing. 

[0028] 

Drawing 1 is the block diagram showing the configuration of the radio terminal unit 
concerning the gestalt of 1 operation of this invention, the wireless station terminal 
STA which is a radio terminal unit — the wireless transceiver section 102 (information 
signal receiving means), the storage section 103 (identification information storage 
means), the network interface processing section 104, and a time check — it has the 
section 105, a control section 106 (an identification information setting means, 
authentication demand means), and a display 107 (identification information display 
means). 
[0029] 

In addition, the wireless station terminal STA and the wireless access point AP have 
the encryption equipment and decode equipment which are shown in drawing 6 and 
drawing 7 . Moreover, each wireless station terminal STAs and each wireless access 
point AP are constituted similarly. 
[0030] 

Drawing 2 is a wireless LAN structure-of-a-system Fig. built in the wireless station 
terminal STA and the wireless access point AP. The gestalt of this operation 
describes the example which uses wireless LAN as a wireless conference system. 
[0031] 

Although illustration is not carried out, it shall connect with a personal computer (PC), 
and shall connect also with the projector further, and the wireless station STA 2 shall 
project PC screen on a screen etc. 
[0032] 

Moreover, although the participant at a wireless meeting has the wireless station 
terminal STA connected to PC, respectively, in subsequent explanation, a participant 
presupposes that it is only the user 1 name of the wireless station terminal STA 1 . 
Moreover, the wireless access point of a wireless conference system presupposes 
that it is the wireless access point AP 3, and the wireless access point AP 1 and the 
wireless access point AP 2 are working as other wireless access points. 
[0033] 

With the gestalt of this operation, the user of the wireless station terminal STA 1 
explains the authentication and the association procedure between the wireless 
access point AP3-wireless station terminals STA 1 in the case of carrying out a 



presentation using the projector connected to the wireless station terminal STA 2 via 
the wireless access point AP 3. In addition, suppose that "11111" is used at the 
beginning as SS-ID set as the wireless access point AP 3 at this wireless meeting. 
[0034] 

Moreover, with the gestalt of this operation, it shall attest according to "Shared Key 
authentication" using WEP (Wired Equivalent Privacy) which is one of the 
authentication sequences defined by wireless LAN specification IEEE802.11. The 
encryption equipment and decode equipment which were shown in drawing 6 and 
drawing 7 shall be formed in each wireless station terminal STA and each wireless 
access point AP. In addition, it is as having mentioned above by drawing 6 and drawing 
7 about the WEP algorithm. 
[0035] 

First, in advance of a meeting, the wireless access point AP 3 and the wireless station 
terminal STA 1 are set up about a need item, respectively. Need setting items are 
SS-ID, a WEP key (cryptographic key), etc. About a WEP key, the same thing is set up 
at the wireless access point AP 3 and the wireless station terminal STA 1 . To a setup, 
various approaches are possible and the wireless access point AP 3 and the wireless 
station terminal STA 1 can also carry out separately. Moreover, it is possible to set up, 
even if it is not a meeting location. 
[0036] 

Here, "11111" was set to the wireless access point AP 3 as SS-ID until it went to the 
meeting location, but since the thing SS-ID" 1 1 111" was used by the wireless access 
point AP 1 near the meeting location, the case where SS-ID of the wireless access 
point AP 3 is changed into "33333" hurriedly is assumed. Consequently, SS-ID of 
each wireless access point AP became "11111" in the wireless access point AP 1, 
and became "33333" in "22222" and the wireless access point AP 3 in the wireless 
access point AP 2. Naturally modification of SS-ID in the wireless access point AP 3 
is not told to the wireless station terminal STA 1. 
[0037] 

In this situation, processing in case the wireless station terminal STA 1 participates in 

a wireless meeting is explained using drawing 4 and drawing 5 . 

[0038] 

Drawing 4 shows the sequence of authentication and association processing, and 
drawing 5 shows the flow chart of authentication and association processing. 
Processing of drawing 5 is performed by the control section 106. Henceforth, it 
explains with reference to both. 
[0039] 

The wireless access point AP 3 is installed in a meeting location, first, the wireless 
station terminal STA 1 comes to a meeting location by the condition that the wireless 
access point AP 3 is working, and the power source is turned on in it (401 step S501). 



And those setup is performed when SS-ID, a WEP key, etc. are not beforehand set as 

the wireless station terminal STA 1 (step S502). 

[0040] 

Next, at the wireless station terminal STA 1 , in order to notify the user of the wireless 
station terminal STA 1 of it being in the condition prepared for stretching a radio link 
with the wireless access point AP, an indication "under communication link setup" is 
given to a display 107 (step S503). Moreover, all elimination of the contents of the 
database 801 (refer to drawing 8 ) which is memorized by the storage section 103 and 
which is mentioned later is performed. Here, SS-ID of the wireless station terminal 
STA 1 is set as "1 1 1 1 1 " of the original schedule. 
[0041] 

Drawing 8 is drawing showing an example of a database 801. While the received field 
strength is matched and memorized by SS-ID of the wireless access point AP 
obtained by reception of the beacon signal (information signal) mentioned later etc., 
when authentication processing fails in a database 801 using the SS-ID, the 
information which shows authentication processing failure is matched and it 
memorizes. 
[0042] 

Return, next the wireless station terminal STA 1 give an authentication demand to 
drawing 4 and drawing 5 , in order to stretch a radio link (402). These processings are 
made in the procedure mentioned above by drawing 3 . Namely, Shared Key 
authentication is chosen and an authentication demand message is sent out by 
SS-ID"11111" (402). And it distinguishes whether authentication and an association 
were permitted (step S504). 
[0043]- 

On the other hand, the wireless access point AP 1 which holds SS-ID"11111" 
receives the sent-out authentication demand message (402), and performs 
authentication processing between the wireless station terminals STA 1. 
[0044] 

However, since the WEP keys set as each in the wireless station terminal STA 1 and 
the wireless access point AP 1 differ, the wireless access point AP 1 transmits an 
authentication refusal message to the wireless station terminal STA 1 (403). 
[0045] 

Therefore, it is set to "NO" in this case as a result of distinction of said step S504. 
and SS-ID of the wireless access point AP 1 of authentication failure in the database 
801 in the storage section 103 of the wireless station terminal STA 1 — "11111" is 
kept with the check of authentication processing failure, and a time check — a time 
check is started by the section 105 (404). 
[0046] 

Next, the wireless station terminal STA 1 is performed until a timer ends scanning 



(Scanning) actuation (407) which receives the beacon signal sent out from two or 
more wireless access points AP (409). Here, the beacon signal sent from all the 
wireless access points AP of the wireless access points AP1-AP3 is received. 
[0047] 

In this scanning actuation (407), SS-ID and received field strength of the wireless 
access point AP included in a receiving beacon signal are kept by the database 801 in 
the storage section 103 of the wireless station terminal STA 1 (405, 406, 408). When 
data are in a database 801, the data and OR are taken. 
[0048] 

At step S505, when it distinguishes whether the beacon signal was received and a 
beacon signal cannot be received, the user of the wireless station terminal STA 1 is 
notified of making a display 107 indicate by the "outside of the circle" (step S512), 
and the wireless access point AP not existing in it. 
[0049] 

On the other hand, when a beacon signal is receivable, SS-ID is rearranged in order of 
the received field strength (step S508), and SS-ID with the largest received field 
strength is chosen as SS-ID set as the wireless station terminal STA 1, and is set up 
(step S507). However, when SS-ID to which the check is attached to the column of 
authentication processing failure of a database 801 exists, authentication processing 
which used it is not performed. Authentication processing which used SS^ID"1 1111" 
is not performed in the example of drawing 8 . That is, SS-ID with the largest received 
field strength is chosen among the things except SS-ID concerning authentication 
processing failure. Consequently, SS-ID"22222" is chosen and set up in the example 
of drawing 8 . 
[0050J 

Next, the wireless station terminal STA 1 performs an authentication demand in newly 
set-up SS-ID, in order to stretch a radio link (410). Namely, Shared Key 
authentication is chosen and an authentication demand message is sent out by 
SS-ID"22222" (410). And it distinguishes whether authentication and an association 
were permitted (step S508). 
[0051] 

On the other hand, the wireless access point AP 2 which holds SS-ID"22222" 
receives the sent-out authentication demand message (410), and performs 
authentication processing between the wireless station terminals STA 1. 
[0052] 

However, since the WEP keys set as each in the wireless station terminal STA 1 and 
the wireless access point AP 2 differ, the wireless access point AP 2 transmits an 
authentication refusal message to the wireless station terminal STA 1 like the case of 
the wireless access point AP 1 (41 1). 
[0053] 



Therefore, it is set to "NO" in this case as a result of distinction of said step S508. 
and SS-ID of the wireless access point AP 2 of authentication failure in the database 
801 in the storage section 103 of the wireless station terminal STA 1 — "22222" is 
kept with the check of authentication processing failure. When data are in a database 
801, the data and OR are taken. 
[0054] 

Next, with reference to a database 801, it distinguishes whether the next candidate 
SS-ID exists (step S509). That is, it checks whether there is other SS-ID which the 
check of authentication processing failure does not attach to a database 801. 
[0055] 

When the candidate of following SS-ID does not exist as a result of the distinction, 
wireless station terminal STA1 user is notified of (step S512) and the wireless access 
point AP which can communicate not existing by indicating to a display 107 by the 
"outside of the circle." 
[0056] 

next step S513 — a time check — the section 105 — an outside-of-the-circle 
timer — a time check is started and it distinguishes whether the 
outside-of-the-circle timer passed the deadline of (step S514). 
[0057] 

When the distinction is repeated and an outside-of-the-circle timer passes the 
deadline of until an outside-of-the-circle timer passes the deadline of, it returns to 
said step S503, and it is giving an indication "under communication link setup" to a 
display 107, and shifts to authentication processing for the second time. Since 
reconfirmation certificate processing is not immediately performed but it waits for the 
fixed passage of time by this even when the wireless station terminal STA 1 becomes 
outside the circle with an outside-of-the-circle timer, sending out of a dc-battery or 
an electric wave can be suppressed. 
[0058] 

When the candidate of following SS-ID exists as a result of distinction of said step 
S509, it returns to said step S507. In this case, SS-ID"33333" is chosen and set up. 
And the wireless station terminal STA 1 shifts to authentication and association 
processing similarly (412). These processings are made in the procedure mentioned 
above by drawing 3 . First, an authentication demand is performed in order to stretch 
a radio link. Namely, Shared Key authentication is chosen, an authentication demand 
message is sent out by SS-ID"33333", and it distinguishes whether authentication 
and an association were permitted (step S508). 
[0059] 

On the other hand, the wireless access point AP 3 which holds SS-ID"33333" 
receives the sent-out authentication demand message, and performs authentication 
processing between the wireless station terminals STA 1. 



[0060] 

Here, since the WEP key set as each in the wireless station terminal STA 1 and the 
wireless access point AP 3 is the same, as for the wireless access point AP 3, an 
authentication allowed message is transmitted to the wireless station terminal STA 1 . 
Furthermore, the wireless station terminal STA 1 and the wireless access point AP 3 
perform association processing. Thereby, a wireless data link is established (413). 
[0061] 

Then, it is set to "YES" at said step S508, and "selected SS-ID" is displayed on a 
display 107 at the wireless station terminal STA 1 (step S510). Then, "under a 
communication link" is displayed on a display 107 (step S511), and this processing is 
ended. 
[0062] 

In addition, when distinguished from "YES" as a result of distinction of said step S504, 

said steps S510 and S51 1 are performed, and this processing is ended. 

[0063] 

By receiving SS-ID in the beacon signal with which the wireless station terminal STA 
is sent out from the wireless access point AP according to the gestalt of this 
operation, SS-ID set as the wireless access point AP is known, and it is Shared of 
IEEE802.11. Since by performing Key authentication shows the correction of a WEP 
key, even if SS-ID of the wireless access point AP which wants to communicate is 
changed, authentication and an association with the wireless access point AP are 
easily securable. Therefore, the need of not necessarily setting up SS-ID is lost, and it 
can participate now in a network easily. 
[0064] 

In addition, with the gestalt of this operation, although illustrated about the case in a 
wireless conference system, the same technique is applicable also about the radio 
when not being a wireless conference system. Moreover, it is effective also at the 
wireless station where neither a timer nor a display exists. 
[0065] 

Moreover, the approach of choosing as SS-ID which newly sets up SS-ID which 
received also besides choosing from SS-ID with the largest received field strength as 
newly set-up SS-ID at random can be considered. 
[0066] 

In addition, with the gestalt of this operation, although the wireless station terminal 
STA 1 illustrated the authentication and association processing between the wireless 
access points AP 3, between other wireless station terminals STA and the wireless 
access point AP is processed similarly. 
[0067] 

Moreover, the purpose of this invention supplies the storage which recorded the 
program code of the software which realizes the function of the gestalt of operation 



to a system or equipment, and is attained also by reading and performing the program 
code with which the computers (or CPU, MPU t etc.) of the system or equipment were 
stored in the storage. 
[0068] 

In this case, the function of the gestalt of operation which the program code itself 
read from the storage mentioned above will be realized, and the storage which 
memorized that program code will constitute this invention. 
[0069] 

Moreover, as a storage for supplying a program code, a floppy (trademark) disk, a hard 
disk, a magneto-optic disk, CD-ROM, CD-R, CD-RW, DVD-ROM, DVD-RAM, 
DVD-RW, DVD+RW, a magnetic tape, the memory card of a non-volatile, ROM, etc. 
can be used, for example. 
[0070] 

Moreover, by performing the program code which the computer read, a part or all of 
processing that OS (operating system) which the function of the gestalt of the 
above-mentioned implementation is not only realized, but is working on a computer 
based on directions of the program code is actual is performed, and also when the 
function of the operation gestalt mentioned above by the processing is realized, it is 
contained. 
[0071] 

Furthermore, after the program code read from the storage is written in the memory 
with which the functional expansion unit connected to the functional add-in board 
inserted in the computer or the computer is equipped, a part or all of processing that 
CPU with which the functional add-in board and functional expansion unit are 
equipped is actual performs, and also when the function of the operation gestalt 
mentioned above by the processing is realized, it is contained based on directions of 
the program code. 
[0072] 

Although various examples and examples of this invention were shown and it was 
explained, if it is this contractor, the meaning and the range of this invention will not 
be limited to specific explanation of this specification and drawing, but attaining to 
various corrections altogether stated to the range which is this application application 
for patent, and modification will be understood. 
[0073] 

The examples of the embodiment of this invention are enumerated below. 
[0074] 

[Embodiment 1] The same cryptographic key as the cryptographic key which a desired 
wireless access point holds among two or more wireless access points is used. An 
identification information setting means to be the wireless access point of said 
request, and the radio terminal unit which performs a secrecy communication link, and 



to set up the identification information for authentication processing, The 
authentication demand means which carries out an authentication demand to the 
wireless access point corresponding to the identification information set up by said 
identification information setting means among said two or more wireless access 
points, It has an information signal receiving means to receive the information signal 
containing the identification information set as each wireless access point sent from 
said two or more wireless access points. Said identification information setting means 
is a radio terminal unit characterized by setting up the identification information in the 
information signal received by said information signal receiving means as identification 
information for said authentication processing. 
[0075] 

[Embodiment 2] Said information signal receiving means is the radio terminal unit of 
the embodiment 1 publication characterized by receiving said information signal when 
authentication is not acquired from said wireless access point to the authentication 
demand by said authentication demand means. 
[0076] 

[Embodiment 3] Said- identification information setting means is the embodiment 1 
characterized by choosing the identification information used for a setup as 
identification information for said authentication processing based on the received 
field strength at the time of said information signal being received when an information 
signal is received from two or more wireless access points, or a radio terminal unit 
given in two. 
[0077] 

[Embodiment 4] It has an identification information storage means to memorize the 
identification information in the information signal received by said information signal 
receiving means. Said identification information setting means When authentication is 
not acquired from said wireless access point to the authentication demand by said 
authentication demand means A radio terminal unit given in either of the embodiments 
1-3 characterized by resetting different identification information from the 
identification information set up as identification information for authentication 
processing among the identification information memorized by said identification 
information storage means before last time as new identification information for 
authentication processing. 
[0078] 

[Embodiment 5] Said identification information setting means about all the 
identification information memorized by said identification information storage means 
As a result of performing resetting as said new identification information for 
authentication processing and said authentication demand means' performing an 
authentication demand, when authentication is not acquired from any wireless access 
point Said information signal receiving means is the radio terminal unit of the 



embodiment 4 publication characterized by redoing reception of said information 

signal again after fixed time amount progress. 

[0079] 

[Embodiment 6] It is a radio terminal unit given in either of the embodiments 1-5 
characterized by having an identification information display means to display the 
identification information set up by said identification information setting means in 
that case when authentication is acquired from said wireless access point to the 
authentication demand by said authentication demand means. 
[0080] 

[Embodiment 7] The authentication by said wireless access point is Shared defined by 
wireless specification IEEE802.11. Key Radio terminal unit given in either of the 
embodiments 1-6 characterized by being made according to Authentication. 
[0081] 

[Embodiment 8] Said secrecy communication link is a radio terminal unit given in 
either of the embodiments 1-7 characterized by being made by WEP (Wired Equivalent 
Privacy) defined by wireless specification IEEE802.1 1. 
[0082] 

[Embodiment 9] The same cryptographic key as the cryptographic key which a desired 
wireless access point holds among two or more wireless access points and said two or 
more wireless access points is used. It is the radio communications system to which 
the wireless access point of said request and the radio terminal unit which performs a 
secrecy communication link were connected. Said two or more wireless access points 
The authentication means which attests using said cryptographic key according to the 
authentication demand from said radio terminal unit, It has an information signal 
dispatch means to send the information signal containing the identification information 
set as each wireless access point. Said radio terminal unit An identification 
information setting means to set up the identification information for authentication 
processing, and the authentication demand means which carries out an authentication 
demand to the wireless access point corresponding to the identification information 
set up by said identification information setting means among said two or more 
wireless access points, It has an information signal receiving means to receive said 
information signal sent from said two or more wireless access points. Said 
identification information setting means The radio communications system 
characterized by setting up the identification information in the information signal 
received by said information signal receiving means as identification information for 
said authentication processing. 
[0083] 

[Embodiment 10] The same cryptographic key as the cryptographic key which a 
desired wireless access point holds among two or more wireless access points is used. 
The identification information setting step which is a correspondence procedure in the 



wireless access point of said request, and the radio terminal unit which performs a 
secrecy communication link, and sets up the identification information for 
authentication processing, The authentication demand step which carries out an 
authentication demand to the wireless access point corresponding to the 
identification information set up by said identification information setting step among 
said two or more wireless access points, It has the information signal receiving step 
which receives the information signal containing the identification information set as 
each wireless access point sent from said two or more wireless access points. Said 
identification information setting step is a correspondence procedure characterized 
by setting up the identification information in the information signal received by said 
information signal receiving step as identification information for said authentication 
processing. 
[0084] 

[Embodiment 11] The same cryptographic key as the cryptographic key which a 
desired wireless access point holds among two or more wireless access points is used. 
The identification information setting step which is a communications program in the 
wireless access point of said request, and the radio terminal unit which performs a 
secrecy communication link, and sets up the identification information for 
authentication processing, The authentication demand step which carries out an 
authentication demand to the wireless access point corresponding to the 
identification information set up by said identification information setting step among 
said two or more wireless access points, It is the program which makes a computer 
perform the information signal receiving step which receives the information signal 
containing the identification information set as each wireless access point sent from 
said two or more wireless access points. Said identification information setting step is 
a communications program characterized by setting up the identification information 
in the information signal received by said information signal receiving step as 
identification information for said authentication processing. 
[0085] 

[Embodiment 12] The same cryptographic key as the cryptographic key which a 
desired wireless access point holds among two or more wireless access points is used. 
The identification information setting step which is the storage which memorized the 
communications program in the wireless access point of said request, and the radio 
terminal unit which performs a secrecy communication link, and in which computer 
reading is possible, and sets up the identification information for authentication 
processing, The authentication demand step which carries out an authentication 
demand to the wireless access point corresponding to the identification information 
set up by said identification information setting step among said two or more wireless 
access points. The program which makes a computer perform the information signal 
receiving step which receives the information signal containing the identification 



information set as each wireless access point sent from said two or more wireless 
access points is memorized. Said identification information setting step is a storage 
characterized by setting up the identification information in the information signal 
received by said information signal receiving step as identification information for said 
authentication processing. 
[0086] 

[Operation gestalt 13] The same cryptographic key as the cryptographic key which a 
desired wireless access point holds among two or more wireless access points is used. 
An identification information setting means to be the wireless access point of said 
request and the radio terminal unit which performs a secrecy communication link, and 
to set up the identification information for authentication processing, The 
authentication demand means which carries out an authentication demand to the 
wireless access point corresponding to the identification information set up by said 
identification information setting means among said two or more wireless access 
points, It has an information signal receiving means to receive the information signal 
containing the identification information set as each wireless access point sent from 
said two or more wireless access points. It is the radio terminal unit characterized by 
changing a setup into the identification information which received with said 
information signal receiving means, and carrying out authentication processing when 
authentication processing goes wrong. 
[0087] 

[Operation gestalt 14] An identification information setting means to perform a 
secrecy communication link with said wireless access point using the same 
cryptographic key as the cryptographic key which a wireless access point holds and to 
be a radio terminal unit and to set up the identification information for authentication 
processing, The authentication demand means which carries out an authentication 
demand to the wireless access point corresponding to the identification information 
set up by said identification information setting means, When it has an information 
signal receiving means to receive the information signal containing the identification 
information set as other wireless access points and authentication processing with 
said wireless access point goes wrong The radio terminal unit characterized by 
changing a setup into the identification information which received with said 
information signal receiving means, and carrying out authentication processing. 
[0088] 

[Embodiment 15] The same cryptographic key as the cryptographic key which a 
desired wireless access point holds among two or more wireless access points is used. 
The identification information setting step which is a correspondence procedure in the 
wireless access point of said request, and the radio terminal unit which performs a 
secrecy communication link, and sets up the identification information for 
authentication processing, The authentication demand step which carries out an 



authentication demand to the wireless access point corresponding to the 
identification information set up by said identification information setting step among 
said two or more wireless access points, The information signal receiving step which 
receives the information signal containing the identification information set as each 
wireless access point sent from said two or more wireless access points, It is a 
correspondence procedure in the radio terminal unit characterized by having the 
authentication processing step which changes a setup into the identification 
information which received with said information signal receiving means, and carries 
out authentication processing when authentication processing goes wrong. 
[0089] 

[Embodiment 16] The same cryptographic key as the cryptographic key which a 
desired wireless access point holds among two or more wireless access points is used. 
The identification information setting step which is a communications program in the 
wireless access point of said request, and the radio terminal unit which performs a 
secrecy communication link, and sets up the identification information for 
authentication processing, The authentication demand step which carries out an 
authentication demand to the wireless access point corresponding to the 
identification information set up by said identification information setting step among 
said two or more wireless access points, The information signal receiving step which 
receives the information signal containing the identification information set as each 
wireless access point sent from said two or more wireless access points, It is the 
communications program characterized by making a computer perform the 
authentication processing step which changes a setup into the identification 
information which received with said information signal receiving means, and carries 
out authentication processing when authentication processing goes wrong. 
[0090] 

[Embodiment 17] The same cryptographic key as the cryptographic key which a 
desired wireless access point holds among two or more wireless access points is used. 
The identification information setting step which is the storage which memorized the 
communications program in the wireless access point of said request, and the radio 
terminal unit which performs a secrecy communication link, and in which computer 
reading is possible, and sets up the identification information for authentication 
processing, The authentication demand step which carries out an authentication 
demand to the wireless access point corresponding to the identification information 
set up by said identification information setting step among said two or more wireless 
access points, The information signal receiving step which receives the information 
signal containing the identification information set as each wireless access point sent 
from said two or more wireless access points, It is the storage characterized by 
memorizing the program which makes a computer perform the authentication 
processing step which changes a setup into the identification information which 



received with said information signal receiving means, and carries out authentication 

processing when authentication processing goes wrong. 

[0091] 

[Effect of the Invention] 

As explained above, even if the identification information of a wireless access point 
which wishes to communicate is changed according to this invention, it can participate 
in a network easily by acquiring authentication by the identification information 
acquired from the information signal. 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the configuration of the radio terminal unit 
concerning the gestalt of 1 operation of this invention. 

[Drawing 2] It is the wireless LAN structure-of-a-system Fig. built in the wireless 
station terminal STA and the wireless access point AP. 

[Drawing 3] It is drawing showing the association sequence performed following the 
sequence and authentication sequence of "Shared Key authentication" which used 
WEP for authentication processing. 

[Drawing 4] It is drawing showing the sequence of authentication and association 
processing. 

[Drawing 5] It is drawing showing the flow chart of authentication and association 
processing. 

[Drawing 6] It is drawing showing the configuration of the encryption equipment in a 
WEP algorithm. 

[Drawing 7] It is drawing showing the configuration of the decode equipment in a WEP 
algorithm. 

[Drawing 8] It is drawing showing an example of a database. 
[Description of Notations] 

102 Wireless Transceiver Section (Information Signal Receiving Means) 

103 Storage Section (Identification Information Storage Means) 

105 Time Check — Section 

106 Control Section (Identification Information Setting Means, Authentication Demand 
Means) 

107 Display (Identification Information Display Means) 
SS-ID (identification information) 

WEP key (cryptographic key) 

STA Wireless station terminal (radio terminal unit) 
AP Wireless access point 
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111", iJSTm^^hAP 2T« M 2 2 2 2 
2", fLT»i7^tX^yhAP3W 33 3 
3 3" £&o/c 0 WBT^-bX^yhAP 3TOS S 
-IDOgBi, »«Xf->3>«*STAl 

[0 0 3 7] 

A^«*WtC*5t>T, MXf->3>«STA Iff 
MtR#tttc#An a r«Jf^A9«BI4. B5*ffl^T3i 

[0 0 3 8] 

U 0 5f±, EKE • 7Vv / X-> 3 yffil(D7D-^1' 

-h^-r 0 0 5 commit. wsio6(a!)ifT$ 

[0 0 3 9] 

"i\ fe«»»rK:*R«Xf— S/ 3 >S5fcS T A l *<*T, 
^^om^ONTS (40KX-r^7 P S50l)o^ 
LT, iSXf-^gye^STAnc, SS-ID, 

WE P««*^A6K^SnTV^t^lf^i*n&OlSS 
^:fT9 (XT77S 5 0 2) o 
[0 0 4 0] 

3Wc, MXf-y 3 >«STAlt'(i, »lfir*-fe 

h a p ttDtmv >?* i &2>rc&b<Dmm*Lr 
i * % vim? &z>ct &mm x t— > a s t a i 



(5) ^2 00 4-18 0 0 1 0 

an o arciHttsnTv^fta-rs-r-^^-xso i 

-^3y«STAl(OSS-ID(t SIBO^SIO" 

11111" icmmztir^Zo 

[0 0 41] 

H8(i, f-^^X8 0 1 O— «*^rH'C*So x 

-^^-xso nc&. *aR-r*tr— (w&hi 
cos s- i Dtc x to«i«ffSli*<wfli:(*ij6nTB 

/0 tI2nS£:±Uc, ^(DS S- I Dfcffl^TBffifflStf* 
[0 0 4 2] 

04. 05(CMO. $UC, i8Xf->3«*STA 
1«\ te*U BBERRtftS (4 0 

2) 0 cneojaati, B3T±atft¥«T4?n 

So -r*t>"6, Shared K e yESE^rStRU S 
S- I D" 1 1 1 1 1" TBEE*^yb-^*asa-r 

s (402) o fit, Bi»tfrys/x-^3^*<flF 

20 nJ«nfc*Sfr*Wglj-r« (Xf7/S 5 0 4) o 
[0 0 4 3] 

CtUCj* U SS-ID" 11111" «:fi5*fLT^5 

i»7*tx#^>hAP itt, asaj^n/cBKS*^ 

'y-tr-i^ (4 0 2) *§ffiU i«Xf- ^>3>iS^S 
TA 1 k<OHTBSE«rai*fT5o 
[0 0 4 4] 

tZZt>\ MXf-i/3>KSTA 1 fcfctfST^-fe 

w>fap i ^Tti, ^nemcaS/E^nr^sw 

E P«#B*t>"CVS<D-t\ W7^tX^>hAP 
50 1 (ii»Xf->g>«*STA 1 IcttLTBKEffig;* 
^Hr-^iMfl-rs (4 0 3) o 
[0 0 4 5] 

fifoT, u(Oi#tt, Mtax-r^^S 5 0 4 ©WJjUO« 
TNOJ £&S 0 ^UT, iSXr-v'sySJS 
T A 1 OS21SSI5 1 0 3lc$)^f-^-X8 0 1 tc, B 
S*»Oi«7 * -bX^ >hAPKOSS-ID" 1 
INI" ^^mEffiil^O^x-y^ir^fetcfSg-r 
S 0 fit, ttB#SPl 0 5tCcfc^I+B$^P41^-rS (4 0 
4) o 
40 [0 0 4 6] 

-XlC, iSXf->3 T A Itt, «»<D»«a7' 

* -t x #>r v h a p ^ ^inm s ns t: - 3 i/m^&m 

nx*t-V>" (Scanning) ftff (4 0 7) 
*\ *-<v*rt»7 (4 0 9) "TSST-fT-po ccm 
ii7^-tX#>f> h A P 1 — A P 3<0"r^T<D^«ST 
^tX^Vh A PA^fgflSnStf— ^Vfl^tgfl 

2ns c 

[0 0 4 7] 

CCOX^ir-VyKff (4 0 7) Ttt, SUfcT— 3X1 
50 §tCt^n^M!7^tX^>hAPcOS S-IDk 
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&mmn&&*\ &*ax^— > 3 >^ stm ©eh 

§15 1 0 StCfe&f^^-XS 0 1 \Ci%W2tlZ (4 0 
5, 4 0 6. 4 0 8) o f-^-X8 0 1 t 2 — ^ 

[0 0 4 8] 

Xf7ys 5 0 5 TB, If— 3>«^*«g« Jtlft^g 
***«9IU tf-3>«^*g«T*fti^«^ti. 
95 1 0 7(C rH^J S^^T Uf7^S 5 12), 

a s t a i (oa- ^iciifcrrso 

[0 0 4 9] 

-77, lf-3V«#^gfiT#fcif'&«. SS-IDt 

^(D&mmft&mmic&uupL uf^ys 5 0 8) . 

gfimW3££#g i^S S- I D£r, MXr-y 
3>S*STA 1 icgajrr* S S - I DtLTIRU 
KKTr* (Xf-y^S 5 0 7) o fcfcU r'-^-X 
8 0 1 OBBEJas^K^atc^x 'V *rtWl>Ti^S s s 

msomvii, ss-id" 11111" */jjt,> 

S S-I D*^fetOO?%SI«fKSfi^ife^ 

SS-ID" 2 2 2 2 2" • IS5£2n3 0 

[0 0 5 0] 

5l£7cA6tc, SfifclcRSSnfcS S- I DfCTEIES* 
*fr5 (4 1 0) o -r&*>"6. Shared Keyl 
mZmtRL, SS-ID" 22222" VmMMJfl* v 

■fe-s>«»a** (4 1 0) e ^u, kraut 

5 0 8) o ■ 
[0 0 5 1] 

CMcML, SS-ID" 2 2 2 2 2" *«SlTt^ 

y-b-^ (4 1 0) *g«u i^Xf-i/H^S 
TA 1 kOMTBSE«ia*fT3o 
[0 0 5 2] 

214, iST^tX^VhAP 1 ©»&fcffll«fc:, & 
lax-r— >3 >ffi^S T A 1 lC#l,TBBH§5*'Vfe— 
^*2S«*r* (411), 
[0 0 5 3] 

fi£oT, C Otitis SMBX-r^S 5 0 8<DPim<Dtfe 
TNOJ kft5 0 fit, &*§!Xx-^3>^fcS 
T A 1 1 0 SlCfc&T^ X 8 0 1 tc, B 

BE£Hfc©&ttT**X4^rvh AP 2 COS S- I D" 2 

2222" *bii^*k©*-x y^t 1 1, Kcw-r 



70 



[0 0 5 4] 

StC. f-M-X8 0 1 *#JHU SOS S-IDi 
«*^ffi-r*^5^*2pjgij-r« (Xf77S 5 0 9) o 
T&^*>; f-^-X8 0 1 lcB8iE&JI£Hfc0^xy 
^O^Tt^&WtiOS S- I D#fe**>£dfr©«B 

[0 0 5 5] 

^OJpJgiJOJS*. SOS S- I DO«ffi*tEpfcLfcV>Jf 
70 *^SB1 0 7tc rfflflj g^J^scfcT (X 

^^ys 512). mmx^^mmr^^^i/v k 

P L4^il i:'*««Xf-'> a >«* S T A 1 
[0 0 5 6] 

XT77S5 1 31*1^ trBfffln 0 5lc«fcDHtt 

5***l»J-r4 (Xf77S 5 1 4) o 
[0 0 5 7] 

mft*^^i$z^i±Tvtt%&T**mmikmK>m 

^S 5 0 3tC^oT, S^SPl 0 7C rjSfiK^^J <o 

s^mckT\ «*oBffiffi3fc»frr« 0 en 

tCcfct), ■»#^vfc < tOJWiX'r--S/3V«|*STA 
— SWrlHO«jiB*«fOO-e, /W-r (Dig 
[0 0 5 8] 

RUieX^'yrS 5 0 9 0ffitof5I N SOS S - I DO 

«»*^fiE-r*s^«, Huiex-r-yys 5 0 7icm^> 0 

30 C(Dm&&. SS-ID" 3 3 3 3 3" WMtR, E5£S 

n§ 0 fir, fwnttc. iixf-^ 3 y«sTAi 

tt, BSE&tfT'y^a:— >a ^JQSlcgtfrT* (4 l 

2) o en* commit. H3-e±3KEUfc#j«T*asft 

Shared K e yEE*S«3U SS- 
ID" 3 3 3 3 3" -eBKH*>tyis-s;*aguu b 

(Xf7/S 5 0 8) o 
[0 0 5 9] 

40 cn*C*fU SS-ID" 3 3 3 3 3" SfitlTt^ 
Ma7^-trx^^>h AP 3(4, BSasnfcEBES*^ 
•yfe— : ^*g«U iSXf->3y^STA I £0 
BTBBE*KI*fT$. 
[0 0 6 0] 

i®Xf-^3>ilS*STA l kiS7^-feX 

PKtfH-TifcSO^ )iai7^X^yhAP3li 
iHXf-: > a Vflfc* S T A 1 icttLTBIIfr^J^y-tr 

-^*as«-r* 0 «xf- ^ 3 vftsms ta 
50 1 tmmT^±x^^>hAP 3 tit, 7v^x-> 3 
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77 

2> (4 1 3) o 
[0 0 6 1] 

TZt, mttT-vfS 5 0 8T% TYESJ £ftD, 

Sixf->3ya*s t a i Tt4, s^ep i o 7 tc, 
ras?bfcs s - 1 dj fc^s-tfs Uf-^s 5 1 
0) o ^<of£, 0 7*c. rsft^j 

T (Xf77S5 11). *SaJI^$?Tf^c 
[0 0 6 2] 

ftfc\ tuKX^^^S 5 0 4 OWSijOtt*. r Y E S J 

i:Wgy«nrc«^«:. hJhbx^^^s 510, s 5 1 1 

[0 0 6 3] 

*H«iO»IBK:J:ntf, l^x-r— >a vagsfcs t A# 
MWTtlzTsif^y V A Pfr6S£rtJSn*lf— n>{i^§- 

-OhAPIcRSSnt^SS S — I D I E 

EE802. llOShared Key SSSE^t? C 

P CO s s — I Dfc^MsnfcirLT 
^O^T^irX#^;yhAP£OlSiE • 7V->x 

L fe S S - I D *RSt«i»tttf ft < 4 0 , **y>y 

—tic^micmuT%%£5 tcft^> 0 

[0 0 6 4] 
[0 0 6 5]* 

£/c, 5«mtiaifc#*fc*:*^s s- 1 d*^, mtt 

icRStS S S - I DiLTaRtStt^cfe, §fiL 
fcS S- I D^^^^Alcff/'c^ig^T^ S S- I Vt 

[0 0 6 6] 

ft&\ *^aso»fflTtt, »5xt->3>s*sta 

1 h A P 3 fc<0RflT<DKIEfttj r 7 T 

s t Ajmrnmr*? z/v a phico^t 

[0 0 6 7] 

7h^i7(7)7 p py7^~ K*B2» LfciB«»»:*\ 
S'X^AtfWiSsBfcfitt&U *<D->X7-ASc^l£gE 
On^tf^-^ (SftttCPU^MPUf) tftBttHKtt 

[0 0 6 8] 



72 



i L ft *«<0ra«©«ffe*||Srr % c tic ft 

«nci:(cft§ 0 

[0 0 6 9] 

(4s ^n-ybf- (Sfltffiai) tVx*, /n-K 

r^X^ TtlMfVX^, CD-ROM. CD-R, 
CD-RW, DVD-ROM, DVD-RAM, DVD 
-RW, DVD + RW, SSItvr-:/, WSSttO^^iJ 
70 R0Mf*ffit^C,i:tft?t5 o 
[0 0 7 0] 

mmic <fc o t bu^ l & jfaro^mgtf its $ n « 

[0 0 7 1 ] 

tmmcomm(D-^rcii±^^\ ^ commie 

[0 0 7 2] 

BffcHu:iffiesn*©-ptta:<, ^imn^oHiic 

[0 0 7 3] 
[0 0 7 4] 

50 zct *FfM msmm&umwo 
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13 

[0 0 7 5] 

h frzw&tm 5*1***0 rem ^tc. mm%nm%& 

[0 0 7 6] 

mWm3) Mfe§$SiJtif$8IS£#l8f4, tt&OlRfft 

aawjwffi^^fisnaiRosfliwfsiajSJca-cJv^T, /o 

[0 0 7 7] 

mmm 4 ] ^e«»hi^«¥s»c a ««s n 

fc*50«^*O«giJ««*831fS-*«giJ1f«E«#ia* 
[0 0 7 8] 

ifiien^Kfc <fc o i2tg2 nfc«gijif wo-t^tko^ 

[0 0 7 9] 

^mt-r^mmmm 1 ~ 5 <D^-?tifric§zffi.<Dm%nmm 

[0 0 8 0] 

tt, 8$S9JHg I E E E 8 0 2 . 1 1 T^«> fcftfc S h a 
red Key Authentication &Cfi£o 

[0 081] 

CHAKlBtt8] WtBS!EiHi«, fttSWSte I E E E 8 
0 2. 1 lT£»5nftWEP (Wired Equi 
valent Privacy) <£ D &£n<5 C h^r 50 
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[0 0 8 2] 

»«^6obbeb*jc*si:t, M!eBg*t»£ffi Irtish 

[0 0 8 3] 

IffiS'JItffiS^Xx^^CcfcO^^nfc^giJIf^c^ 
■T-S ^irX^^Vhtc^ L TESES^R-T 5 BEES 

^r, *9l5BSE«QSfflOM!giJ1»fBk LTi^t^ c^:^ 
[0 0 8 4] 

mii<OMiZ ^ -b XjK>T > h ^**T §Bg#»h BI— <D 

Bii«*f5 -5 ffitm AfiB3cttB£ ^ S iifi ^ A 
t«ot, BSEffl9fflOKBiJ1RfB«K£'r3K8iJ11l«l9 

IB WiS *r 5 T^-feXtf^VMcfcfLT bseb^-t 
5BEB*Xf'^fc, Huf2^cOM«r^-lrX,KYy 
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15 

fiXx >y Zf£%a >>\dz.—*lznfi zfu 7=7 AT* 

m&mimmmmx y-yf\t. HGtBifiSKi^ff 

Siift^n^A,, 
[0 0 8 5] 

^rKn l n ^ e ^ - ^ <o *im*mm.mfrvio 

fSSiJIiSBR^Xf- -y ytc J; (3 ttfcfSSUtf $S(cW)S 

-r § ^ssr 7 -tr x js-y > h l -ctgtEs^-r s igns 

-fi^-hs, ^^r^-tx-^Yvhtc^^nTi^ia 
^mn^h,rmmm^m-r s fgfctfi-^ix-r -y 

mzmrmmmfeXT- -y fa. mmm^amsim^-y 20 

[0 0 8 6] 

mmmm^m^t s mwimm^® t , Mfem^ofta 
^T^-tx^f yho-j% > wimmmmmmm^mci; 30 
k> ®j£2tifcm%mmic*if[:,-?zmmT ^-trx-j^ > b 

[0 0 8 7] 

h t mmmm *n ■? m^mm^m^m-v:^ -=> x , mm 

»t- * -t x-jw > b id* l r BaES*r* K«Effi*¥® 
t, te<o»iiS!7'->-bx#-r>ncia^?nrt/^gssgiJt» 

l , m Emmy ^-kx^>ht (ovsmam ic&mLtc 
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[0 0 8 8] 

fSSiJtt^SRSX^ -y y»c J: 0K5£**lfc«giJ««C»JE 

f«iH§r -7± x^y > Mc*t LTigiissfc-r signs 

M^Tyft. SUfBffiJSO^T^-feXiH-l'VhA^fl 

{i?ns, s^T^-fex-^-ohtcR^^nTv^ia 

igusaiix -r >y y t « c t ^r^si: fc r * ss^jffifi 
*5 ft 5 mm * m a 

[0 0 8 9] 

Bi^St^rfflt/^T, MSBmifco^giT'^-bX-K-i'Vhi:^ 

Ea«*ff -5 mmmmts&m&mc &if s ®« 7*7 a 

■Z. HutBiegiJIfffiia^X-r -y^tc J: tJggjesnfcgagiJIS 
ffi *f fSf S S$IT ^-tX-KY^hlcW L TlgllS^f 
SigHS^X-x-y^i:, WEa»0«M»T->-bXjK'l'> 

K^e>#6fi$tis. #»^r^-trx^>n-:is^*-n 

fiX-r-yyi:, B«E«ra»c*«Ufc»-&tt, StflB^fl 
Il^r-r 5 iSIISnJlX-r -y y t ^3 > tf a - ^ fcUtT^ 

set *wa fi-*ai«^n ^7 Ao 

[0 0 9 0] 

mS«DMaT i'tXifi' > h -T SBg ^igEi: |WJ— to 

Eiffifi^rff -5 mmsasis&mmmicisif zmm-fu y^i* 
t, siisaiiffloiSiSijif^^R^-rsiisiJtfiSR^XT- 

■y^t, iMlB^tO^T^-bX-^Y^hco^t. SiJgB 
JiSU'lf ISIS^X-r -y yic <fc K> HSS nfc»»Jfll*fc*HS 

■r smist -7-tx-KY > h j# UTigus^-r sisies 

fl^ns, •&^Ss§ir-i'-bX-iK-Y>hfc:l9:^5nTi>SgSS 

mmmmxT-'yft^^^^^-^icmn^-^^y'xnif 
9 A^iBisLfcc £%<ftm£?zfmmtt. 0 



-9- 



(10) 



2004-180010 



17 

[009 1 ] 

[02] MXr->3 S T AMMZi'tX 

#4 > V A P T'ilStlSiS LAN ->X-r A<D®j£0 

[B3] WE P4BSEjBHcffl^ft TS h a r e d K 

?T &fc>tl-5 7 V 5/ v* 3 <{r yx^StaTfe 

[0 4] gglE • 7VS/X- ->a >%imcDis— -ir^X^ 



[0 5] mm • rv->i- ^3 ^saso^n— h 

[0 6] WE P7/b:f VXi»tc:tetfSB§^tgB<D8jfi£ 
[07] we Pr;u=fUXi»ici3tt5ffl^K©«l^ ; gr 

[0 8] f-^^-XW-I^^-riTfc^o 
[ftF^OlHW] 

i o 2 *$n&3ftrffi 
/o 103 te«sp (M8>m ^ten^is) 

1 0 5 ItBf g|5 

i o 6 3fjffligi5 («»m«sBs#a» BSEB*#a) 
i o 7 a^gp (iisij'«?g^^#is) 
s s - 1 d mwmm 

WEPI (Bf*§8) 

ap j»«»r*-fe^^>h 



[01] 



[02] 



STA 



103 



ltB*gp 



104 



[03] 



AP 





EE g# (Shared Key Algori thm) 


301 




f2KJC5S(Chailenge Text) 


301 




EfIB3fc(C(pherd Challenge Text) 


F . 






304 

r-' 






305 






306 


^ — 




307 


V 






^ V 



208 
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[04] 



[05] 



§ 



SI 

Si 2! 



Si 
Si £ 



Si 



to 
$? 

S2 



3 
Si 



5\J 



5 




[06] 



[07] 



SJJWtJRH- 



.J 



602 



-IDW<fc3fiW 



603 



604 



CRC 



605 



XOR 



[08] 



SS-ID 






11111 


80 


O 


' 22222 


74 




33333 


66 

















*m<t_ 



701 



j 



702 



XOR 



704 



705 



CRC -i 



706 



